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REGULATION No. 582/2025

ELECTRONIC SIGNATURE REGULATION

This Regulation is issued by the Council of
Ministers pursuant to Articles 53 Sub Article (1) of

the Electronic  Signature Proclamation No.
1072/2018 (as amended).
PART ONE
General Provisions

1 it
This Regulation may be cited as the “Council of
Ministers Electronic Signature
No. 582/2025.

Regulations

2. Definition
In this Regulation, unless the context otherwise
requires:

1/ “Applicant” means a person who applies to
the Root Certificate Authority to obtain a
license to provide Certificate Service,
Repository Service, Time Stamp Service, or

other related services;

2/ “Certificate Provider License” means a
license issued by the Root Certificate
Authority for the provision of a certification
service, repository, timestamp, encryption,
user registration and identity verification

services simultaneously;
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/om0 A Ut TP RIAN T 3/ “Registration and Identity Verification
Lo YA OACT40T meed Service License” means a body authorized
ANAIT Aovoon)l 097 CPCOT by a certificate provider to provide identity
WNLE Ol TV POV authentication and verification services to
AG PMMET RIATNT  ATLAT certificate requesters based on the evidence
0ACH&0T dar, AhA 0-RAG Po7amar they provide;

AN o

o/ “CECTNAE  NWIAWCT LPLT T 4/ “Repository Service License” means a
ACTLNATT L4 P99C4: PO VIT license issued by the Root Certificate
AG AN PVl RIADNT avhavl Authority enabling to disclose, store and
Py eATA 04T ACT&M T aanam? retrieve certificates;

PULAT 4P G-t

&l “APE” 0t ChANTCLR 4C1 APE: 5/ “Proclamation” means the Electronic
PC ANEE/ENT (A7210700) 102 Signature Proclamation No. 1072/2018 (as

amended);

i OAPE Kito &  oo0lt TCHP 6/ Definitions provided under Article 2 of the
eHANFo. PATS VLT AlY  L709° Proclamation shall be applicable to this
TR LUPTA-= Regulation.

hedA vat PART TWO
0A Adué® CNETH ovlrt-ATT ho-F0A National Crypto Infrastructure Council
E. 0aTI%9 . Establishment

b/ Neé-P PRACTH aowl-AYF Qo 70A 1/ The National Crypto Infrastructure Council
(hy %A “heo-70A” 0de Polme) (hereinafter referred to “The Council”) is
Y 70 +Lem7a = hereby established by this Regulation.

¢ hona ol AmPAL L0 2/ The council shall be accountable to the Prime
CUSa Minister.

9. fhaer704. %477

Pho7na. PGS PS 9477 (APES (LY L7
Plaoqlvl 17 4.PL AONN@T  Adaviht
S AT AN@o 001777 MaA571T
@Y o7 AT PheT ACYTT
Noomd9® HALGS LU7rl: e-1m0d PL.8J-A
NIANCT APCOTT PoLeLIMm P70,
AP, D7 TavAl T -

. Objective of the Council

The primary objective of the Council is to

impartially examine and resolve disputes
regarding licensing and accreditation processes
as stipulated in the Proclamation and this
Regulation, as well as to guide policy directions
that ensure the sustainable and secure provision
services

of digital certificate

cryptography.

utilizing
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Z. fho-704- K0T 5. Members of the Council

&8/ horna. AT AQAT LTI A 1/ The Council shall have seven members.

€/ P9nc 01 ANAF nNAI6Co0 N7 2/ Members of this Council shall possess close
ENCAE 2C emld  TONG LA affinity with Information Technology,
Vi ik Noo 3ot RO gk comprising three representatives from
NIA HCE RISU90 Uadl: QPG governmental institutions, two
AICCTT  FhEaE ae e representatives from the private sector, and

two representatives from  universities
ALCl0- he2.e0T9°%  RLOCA L2 o o )

primarily focused on teaching in Information
Pl.onA LUPTA

Technology.

i/ RAAE7 and°C DANATE o0 ANA0 AT 3/ The members, including the Chairperson and
gon-1-a Aa-naaq., N4 OG0T Deputy Chairperson, shall be appointed by
AWANANTE  APLMTT AnPAL 227074 the  Prime  Minister ~ upon  the
Payiov. LIPGA recommendation of the root certificate

authority.
Z. fha704- ANAT Polovlmlt ovNe.CF 6. Requirement for selection of the members of
Th nil

o9 Ao Phorha. AQA UT To be appointed as a member of the Council, a

Aovav /P - person:

8/ A %P BVl PAm-: 1/ Shall be Ethiopian Citizen;

g/ MA %P oar (R 1PS PPt 2/ Shall be a permanent resident of Ethiopia;

i/ 04t ACT&O T QANANE COANT o077 3/ Has no direct or indirect conflict of interest
00T DYy VIS e-9° P9 PPt in any Company subject to the Jurisdiction
eI  TPIE PAPY PP Yol of the Root Certificate Authority;and
PAAD: AG

o/ M7P0CAC: A9+ O"PrLA: (lovo0G 4/ Has not been convicted for fraudulent
LI Nhy° T.o-1-C o7 A Thao activities, breach of trust corruption or
eatPm of9e NIY oFEAT ehdm computer crime, or if convicted reinstated
Ny GC87% CenlOs P-1-0Pan:: after completion of the punishment.

Z. Pho 704 hOAT Proe Havy 7. Terms of Members of th ncil

&/ Phoina. AOAT POl Hoo'y Pat Goodt
LUPGTA

g/ QY A7Px 700 ATPR (B) PTLIMO-
LSCI° AL Pha70A AOA ARTL LN
01L:27. ROA S Aovldp LTAA=

1/ Members of the Council shall serve for a term

of three years.

2/ Notwithstanding Sub-Article (1) of this
article, a member of the Council may be re-
appointed as a member for one additional

term.
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AT (ow)r NPT PROAT
a3 A (N24.COT L0 (ALY L7
oA Ao Pho 700 AOA TN =

b. the-70A AAMTS +H20C
hojna.  PorhbaCt AAMTS
LGN -

&/ ACT&LLT A PT: L7 UALPT: Pl
QU 0LI° CICNING VHrt LI T
RIAT A 2T NP L 0LI° ha-dG
AT p: 0L AT WPAILY haae
RNIANAT 2C Feen 4T AC T4 T
AN AL PULeINTT PoI P
LPNAA: PoJ@7 ooC9C M0, @A
LANA =

08T

8. Conditions for Removal or Resignation of
Members of the Council
1/ A Council member may be removed from

membership for the following reasons:

a) Inability to perform his duties due to

health issues;

b) If he has been criminally convicted of
fraudulent activities, breach of trust or
corruption by a court of competent
jurisdiction;

¢) If conflict of interest occurs;

d) Due to incompetence and;

e) Upon the

acceptance of voluntary

resignation written request.

2/ Without prejudice to Sub-Article 1 of this
Article, any member of the council can
resign from the Council after providing a

three month notice in advance.

3/ In the event of a vacancy in the membership
of the Council due to the death, voluntary
resignation, or removal from office of any
member, a successor Council member shall
be appointed in accordance with the

provisions of this Regulation.

9. Power and Duties of the Council

The Council shall have the following Power and

duties to:

1/ Receives and settle complaints of Certificate,

Repository, Time Stamp Service, and
Registration and Identity  Verification
Service Providers on the decision of Root
Certificate Authority regarding License
issuance, renewal, suspension, and other

related services.
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N&X  AlAen,

n-rhé.a

ea-naa - Col

T8, Pho 704 AOAT £9912,.° hePS hPCOT
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&/ Pho 70 AGNLIEP T Naov?  ANC-
oY LNEAN07 APCOT PPCOA

g/ Pho 700 ANAT 2971, he e (17HA
AL N°72.3 L. nege
L0710\ =

aoao/, ¢

2/ Set policy directions regarding gaps in

certificate  licensing or  accreditation,

renewal, revocation, and overall

cryptographic infrastructure services.

10. Meeting and Working Procedure of the
Council
1/ The Council shall convene twice annually;
however, it may convene at any time upon
the call of the Chairperson or at the request

of two-thirds of the Council members.

2/ The presence of more than half of the
Council members shall constitute a quorum
for a meeting.

3/ In the absence of the Chairperson of the
Council, the Vice-Chairperson shall act on

behalf of the Chairperson.

4/ Decisions of the Council shall be passed by a
majority vote. In the event of a tie, the

Chairperson shall have a casting vote.

5/ The Council may, through the Chairperson,
invite professionals it believes are necessary
for their professional support to its meetings;
however, such professionals shall not have

the right to vote on decisions.

6/ The Council may issue its own rules of

procedure for its meetings.

11. Remuneration and Resources for Council
Members
The root certificate authority:
1/ Acts as the Secretariat of the Council and

provide the necessary logistic for its

functions.

2/ Provide the necessary remuneration to the
Council Members to fulfill their duties, as

approved by the Ministry of Finance.
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hsa 0at PART THREE
P& héJt r9-rC%E Dispute Settlement Procedure
1€ 2467 e79PCAN0T M, 12. Complaint Period
¢ ACT4&OL T AAAANT7 Idme- @02 AL A complaint to be lodged against the decision
P bCN Péd oAzo- blam0d1 P of the Root Certificate Authority shall be
f9oe (waq (d) -HhJdg e P0e ST submitted to the council within thirty (30)
o-0P ANO70A P LN AANT = consecutive working days from the date the
decision is given.
It 26 o0 t51£0T 01-0CYT

b/ Aheoiaa. PelPCAN PLI ovE S
ANLAY, aolBEPTT av AR KAt

€/ (Y AIPx 700 RIPR (B) avOloT
PLPCA Pl -
V) P4 ACHEhT QANANE AT
PPl AP0, oo NPT W0t
A) PhChS. Ve avhen,:
) PLmPPo- @A AT
av) AA RANVNPT PAT @7 “INEE P e
av N KA
i/ horna. PéI o7 PO OARAT (Z)
Thyge  ene ST ot AT
ACT&0T VAAANE PP &I 077 AR
oAl KAl
o/ S ACTLLT QANANE PPLT o PR
NLLam (A0S A0 T (IE) FhdJ-e
e ST o0 AN oohm AT
A7 hAaam  hoo7aa.  ePLNaAT
Péd Ol NM1L4 LONTA =

&/ heorha. PéJo- P40 QAN (F)
ThgJ-e  ehé  PST o0r  @A%
ot hAT

i/ o700 P4t ACTAOLAT AANAMET
@Az PAGOT: PALNTT @LI° A7L15
AL CHNOTT el 17106 ¢T
o-Nm7 AVE APLI hdbe0, 0P
ANT =

13. Complaint Handling Procedure
1/ Any complaint lodged to the Council shall

be in writing, and contain relevant
information.

2/ A complaint that is lodged as per Sub-
Article (1) of this Article shall contain:
a) The full address of the Compliant and

Root Certificate Authority;

b) A statement of the nature of the dispute;
¢) The relief sought; and

d) any other relevant evidences.

3/ The  Council shall,  within  five
(5) consecutive working days of the receipt
of the complaint, send a copy of the

complaint to Root Certificate Authority.

4/ The Root Certificate Authority shall give
its response within (15) fifteen consecutive
working days after receiving the
complaint. Failure to do so shall result in
the Council making a decision based on
the complaint as submitted.

5/ The Council, shall deliver its decision
within  sixty (60) consecutive working

days from the date of the complaint.

6/ The Council shall notify the complainant in
writing of its decision, elaborating on the
reasons for upholding, reversing, or
ordering the reconsideration of the Root

Certificate Authority's decision.
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Pa7h 1A PR:@L9°

7/ The Council shall conduct its proceedings
regarding any complaint submitted to it in
accordance with the Federal

Administrative Procedure Proclamation
and the Civil Procedure Laws.

14. Conflict of Interest

1/ A council member that has a conflict of
interest with a complaint shall not entertain

the cases.

2/ The remaining Council members shall
decide by vote whether there is a conflict
of interest or not in accordance with Sub-
Article (1).

15. Request of Appeal
1/ A party who is aggrieved by the decision
of the Council may appeal to the Federal
High Court within sixty (60) consecutive
working days from the date the decision is

given.

2/ The ruling given by the Federal High Court

on the substantive merits of an appeal shall

be final.
PART FOUR

rtifi Providers Financial m an
Pr Requiremen

16. Einancial Requirements
1/ According to Article 27 of the Proclamation,

a person who applies for a Certificate

Provider license shall be deemed to have

reliable financial capacity if he is able to

provide:

a) A copy of bank statement with deposit
Birr 232,000,000 (Two Hundred Thirty
—Two Million Birr) in a local bank
account which is free from any debt or

claim; or
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V) AT (a) @0l 0TI ©LY°

%L1 PoLPCN  P4L5IN APY
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NANANT aod A halT=

L1,

Oeh, - AT T
0 2.0%fe-  ACHLOLAT herannle-
mPaa 10, & Novtao7 PRETH NCYET
19T AT hmPAL  QUTITT
A1 ACLNGTor AT RTS.o-A
Asq - ac-kAh T aanaAmT 0,
LLCIN:

17, PowfF POTS TPI° AL OA“2a-ANT U3
&/ (LY L7770 RIPX 1%L 700 A PA (b)

LEA ¢ () AL Pravahrtm- ooy

POTS PPI° AL PUl@-A0-:-

V) NACT&hT  Ach, T4 TIADEL
®LI° A&t 0970484 hhal Ag
A7 LLCNA 15T 1A e e: oe9®

b) A security deposit provided in kind, the
equivalence of which to the money
specified in Sub-Article (1) (a) of this
article is verified by professional study
and which has a direct relationship

with the work;

¢) An insurance Policy with Birr
20,000,000 (Twenty Million Birr) to
cover any damage resulted in the
process of providing a Certification

Service.

2/ If the applicant brings the capital only in
kind as per Sub-Article (1) (b) of this
Article, the capital should not be less than
the finance resource stated in Sub-Article
(1) (a) of this Article.

3/ The financial capacity, whether provided in
cash or in kind, based on Sub-Article (1)
letters (a) and (b) of this article, shall be
blocked and
submitted to the
Authority.

4/ The Certificate Provider shall

confirmation shall be
Root Certificate
pay 2
percent of the gross revenue it collects
from the certificate it issues to the Root
Certificate Authority to be wused for
activities that ensure the integrity and

overall security of the crypto system.

17. Conditions for Insurance Policy Usage

1/ The insurance Policy which is indicated
under Article 16 Sub-Article (1) (c) of this
Regulation shall be used:

a) as a compensation when Certificate
Provider causes damage to a subscriber

or a relying party; and



1% baRleD\ 1IGTDMM hPC E J0AN TE P77 EATE 9.9°  Federal Negarit Gazette No.8, 24" December, 2025..page

19424

a) ACTéhT Ném7
N°2.eRCP0T 0P IAI¢TT 0L
AT ACTLADT A 2T A“MNPOC
AT 1oz

&/ (Y LN A7Px 1% 100 ATPR (8)

LA T¢ (h) AL Phavplilo- Ponl:y

PTG (PG00l ovJL0 LTCNI A=

06k, @+

IE. PACTHLhT A 2T 42570 AP
NA“TATA
“t  ACtLhE AANAME AP PoR
U257 09 o-0r 07010 (Y
nEA a0 0425770 AS POTS 1IN
AhaoAnt  (lavavl P P40

aom’y’y

LA =

. PACH&DT Aen 2T CYTT PPCAT

LV TS AdtT17% 1t avaol§ 2

8/ OACT&0T Qs AMANCT A LPCN
Pmbonwy OCYTS PCT LUTITHS
ANVTTI7VY T Aawaolly ST ACTE DT
QANAN PACT&NT A6, 7:-

1ma)
PS4

V) 17100 AP9°T Cam- DT Adye:

A) PYCLRCT (G TRC ROT"11% T
AG NCYT RLE:

) RIAE: P9 enST oI P8
oA KIAP LV

av) RIACTT Aot 0P
P10 PAT-OCY T QVTT:

w) (14T ACTH&LLT WANANE oL 9°
05 AC-TH&hT QANANTE Aa-+G
Lo L9 PTAmm A4 1C L4
PoLeRCI PLUTT T KT VY
AT

Z) PACYE %090 hPE  AMMory
e2.aoqt avanl @ PN =

b) to transfer Subscribers to other
Certificate Provider when Certificate

Provider discontinue his service.

2/ The insurance Policy which is indicated
under Article 16 Sub-Article (1) (c) of this
Regulation shall be subjected to renewal

every year.

18. Modification of Financial R

rtificat

irements of
rvice Provider

Root Certificate Authority, taking in to account
the changing circumstances, may amend the
Insurance

Financial and requirement of

Certificate Provider in a Directive.

19. Qualification of the Security and
Trustworthin f rtifi Provider
1/ The security and trustworthiness of the
system and product, which any Certificate
Service Provider use to render services,
shall be evaluated based on the standards
the Root Certificate Authority issues on
the following areas:
a) Capital and human resource
capabilities;
b) The security level of hardware and
software systems;

¢) The physical security of its data center;

d) The security level of the system used to

render the service;

e) Audit findings issued by the Root
Certificate Authority or by an auditor
by Root

recognized Certificate

Authority; and

f) The interoperability of its system to an

international standard.
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&/ PHY RI1PAR 00 RIPR (B) £T10 2/ Without prejudice to Sub-Article 1 of this
AT lamld PE ¢t ACTLLT Article, the Root Certificate Authority may
WANANT: Nowavl @ ALK AD0NY T issue a Directive to set other relevant
PAT@ oNLCAT A POM LTANE requirements.
& Qoen 0IC ACHEDLT G PT DATIOT | 0. Recognition of Foreign Certificate Provider
hodq
“rt actaht AA0AMTT  Ao-en, 0 When granting recognition to Foreign
NCTén T 06, 27 ho-PG ane Certificate Providers, the Root Certificate
NPpLoy Q- Authority must first confirm that:

&/ M tREao T 0IC A0 hao- Aha
PACT4DT A1 4P oL
A-PG  ClOmo- oot AT
Nao-  PaHe-5f  Poo790 T hhA
NI, TIPLNTE

e/ a2l o0t ACTHLDLT  Aen T
AN P ehT o7 o PREao
P AG

i/ N909° h+e LLE TPALYTT  PAT
OFIRCRTT g€ APET  ASG
APE7  Fhtae Pome RIS
aavl PP ANEC Ao T AO1SE:
Pai AT A0t LPLE
@Pry TUINT LTCOT AR

heA heat
NASZ 0461 PULH, “T019° RS
1 [\ L 1 il L V%
MAWCT G PTF F2 &
hAdne
£8. MASZ N AL RIANCT QA PT I L

& TIFo9°  ACTLOLT e, (40
0L (APES (Y L7010 ol
W-FHér acett  4.2¢ (rame-
G A7 CCTHALC RN
PavAm-t 1L, hAN-T:

1/ Providing confirmation from the relevant
Ethiopian government body that it has
been granted a certificate issuance license
or recognition by the appropriate authority

in its country of establishment;

2/ Establish an agency in Ethiopia to provide
Certification Service; and

3/ Agree to enter into a binding contractual

agreement to comply  with the
Proclamation, Regulations and Directives
issued pursuant to the Proclamation,
including

internationally accepted

standards.

PART FIVE

Repository, Time Stamp and Reqistration and

Identity Verification Service Provider License
Issuance

21. Repository Service Providers License
1/ Any Certificate Service Provider shall be
obliged to provide Repository Service
either by itself or through a person licensed
under the systems established in accordance

with the Proclamation and this Regulation.
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€/ ey ATPR 00 RIPR (B) 2/ Without prejudice Sub-Article (1) of this
ATCAMNP PS NE7NAE RIATINT Article, any person who wants to engage
ae,  NF TVl PULLATD only as Repository Service Provider may
hoo AT oo AhF 0 A4l lodge application to the Root Certificate
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1/ The

examine

shall

for

Root Certificate Authority

and provide license

Repository Service License Application
submitted based on the following
requirements:

a) The

capacity including insurance bond for

required finance and capital

future damage;

b) The required manpower and educational

level;

c) The required hardware and software
system;

d) The required knowledge and related
experience to provide service;

e) The required system security to provide

service;
f) The security of the service center;

g) Policies pertaining to custody of
information security and personal data
protection;

h) disaster recovery and work continuity

strategy.
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o4, litions f . .
1/ Notwithstanding Article 23 Sub-Article (1)

of these Regulations, any application to

Repository License shall be rejected,

without going into detail screening, if the

applicant:

a) Is a natural person;

b) Is a body corporate not established in
Ethiopia; or

¢) Has been convicted of an offence and
not reinstated after the completion of

the punishment.

2/ Without prejudice to Sub-Article (1) of
this Article, the Root Certificate Authority
may prescribe Directive for additional
qualification requirements to deny a
license.

25. License Period and Related Matters

1/ A Licensed or recognized Repository

Services Provider license is valid for five

years.

2/ The provisions of Article 13 through 17 of
the Proclmation regarding license renewal,
suspension,cancellation, and return, as well
as the consequences of cancellation, shall as

appropriate, apply to a repository license.
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26. Obligations of Repository Service Provider
1/ Any repository service provider has

obligations:

a) To use a secured and trustworthy
system and product while providing the

service;

b) To request permission from the Root
Certificate Authority before making
any modification to the hardware,

software system or algorithm;

¢) To retain information in a way that is
easily accessible to the Subscriber and

Relying Party;

d) To cooperate for audit to be conducted
by the Root Certificate Authority or an
Auditor authorized by the Root
Certificate Authority;

e) To publish all relevant information to

Subscriber and Relying Party on time;

f) Retain information related to the

provided service for two years.

2/ Any applicant lodging an application to
engage as a Repository Service Provider
shall submit accurate and adequate

information.
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27. Liability and Penalty of Repository Service
Providers

1/ Without prejudice to other liabilities
provided by contract or law, any repository
service provider who fails to meet its
obligation under the Proclamation, these
Regulations, and Directive issued following

the Regulation shall be liable for the damage.

2/ Any repository service provider shall be
penalized with a fine ranging from one
hundred thousand Birr to two hundred
thousand Birr if they operate repository
services without a valid license; or if they
operate  repository services with a

suspended license; or if they fail to retain
information related to the provided service
for two years.

28. Time Stamp Service License
1/ Any certificate authority is obligated to

provide time stamp services, either directly
or through a person authorized by it, in
accordance with procedures stated in the

proclamation and this regulation.

2/ Without prejudice Sub Article (1) of these
Regulations, any person who wants to
engage only as Timestamp Service

Provider may lodge its application to the

Root Certificate Authority.

29. Application for Time Stamp Providers
License

The Root Certificate Authority shall:

1/ Issues detail directive regarding time stamp

Service Provider license application;

2/ list

providers on its website.

licensed  time-stamping  service
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30. Time Stamp Provider Licensing
1/ The Root Certificate Authority shall

examine and provide license for Time

Stamp Service License Application

submitted based on the following

requirements:

a) the required finance and capital capacity
including insurance bond for future

damage;

b) the required manpower and educational
level;

c) the required hardware and software
system;

d) the required knowledge and related
experience to provide service;

e) the required system security to provide
service;

f) the security of the service center;

g) policies pertaining to custody of
information security and personal data
protection; and

h) disaster recovery and work continuity

strategy.

2/ The Root Certificate Authority shall issue a

detail Directive regarding requirements
identified on Sub-Article (1) of this
Article.

31. Conditions for Denving License
1/ Notwithstanding Article 30 Sub-Article (1)

of these Regulations, any application to
Time Stamp License shall be rejected,
without going into detail screening, if the
applicant:

a) Is a natural person;

b) Is a body corporate not established in

Ethiopia; or
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¢) Has been convicted of an offence and
not reinstated after the completion of

the punishment.

2/ Without prejudice to Sub-Article (1) of this
Article, the Root Certificate Authority may
prescribe a Directive for additional

qualification requirements to deny a

license.

32. License Period Related Matters

1/ A Licensed or recognized Time Stamp
Services Provider license is valid for five
years.

2/ The provisions of Articles 13 through 17 of
the  Proclamation regarding license

renewal, suspension, cancellation, and

return, as well as the consequences of
cancellation, shall, as appropriate, apply to

a Time Stamp license.

33. Qbligations of Time Stamp Service Provider
1/ Any Time Stamp Service Provider has the

obligations:
a) To use a secured and trustworthy system

while providing the service;

b) To request permission from the Root
Certificate Authority before making
any modification to the hardware,

software and algorithm of the system;

¢) To cooperate while Root Certificates
Service Provider or a licensed Auditor

conduct auditing.
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ServiceProviders

1/ Without prejudice to other liabilities
provided by contract or law, any time
stamp service provider who fails to meet
its obligation under the Proclamation,
these Regulations, and Directive issued
following the Regulation shall be liable for
the damage.

2

~

Any time stamp service provider shall be
penalized with a fine ranging from one
hundred thousand Birr to two hundred
thousand Birr if they operate time stamp
services without a valid license; or if they
operate time stamp services with a
suspended license; or if they fail to retain
information related to the provided service
for two years.

35. Reaistration and ldentity Verification

Service Providers License

1/ Any Certificate Service Provider shall
be obliged to provide Registration and
Identity Verification Service, either by
itself or through representative.

2/ Without prejudice Sub-Article (1) of this
Article, any person who wants to
engage only as a  Registration and

Identity Verification Service Provider
may lodge application to the Root
Certificate Authority.
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36. Application for Reaqistration and ldentity
Service Providers License

The Root Certificate Authority shall:
1/ Issues detail directive regarding registration
and identity Service Provider license

application;

2/ list licensed time-stamping  service

providers on its website.

37 . . | . . id
Licensing

1/ The Root Certificate Authority shall

examine and provide license for

Registration and ldentity Service License

Application submitted based on the

following requirements:

a) The

capacity including insurance bond for

required finance and capital

future damage;

b) The required manpower and educational
level,
c) The required hardware and software

system;

d) The required knowledge and related
experience to provide service;

e) The required system security to provide
service;

f) The security of the service center;

g) Policies pertaining to custody of
information security and personal data
protection; and

h) Disaster recovery and work continuity

strategy.

2/ The Root Certificate Authority shall issue
detail Directive regarding requirements
identified on Sub-Article (1) of this
Article.
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38. Conditions for Denying License

1/ Notwithstanding Article 37 Sub Article(1)
of these Regulations, any application to
registration and identity license shall be
rejected, without going into detail

screening, if the applicant:

a) Isa natural person;

b) Is a body corporate not established in
Ethiopia; or

¢) Has been convicted of an offence and
not reinstated after the completion of
the punishment.

2/ Without prejudice to Sub-Article (1) of this
Acrticle, the Root Certificate Authority may
prescribe  Directive  for  additional

qualification requirements to deny a

license.

39. License Perjod and Related Matters

1/ A Licensed or recognized registration and
identity services provider license is valid

for five (5) years.

2/ The provisions of Article 13 through 17 of

the  Proclamation regarding license
renewal, suspension, cancellation and
return, as well as the consequences of
cancellation, shall as appropriate, apply to

registration and identity license.

ion an
Verification Service Provider
1/ Any Registration and Identity Verification
Service provider has obligations:
a) To use a secured and trustworthy system

and product while providing the service;
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b) To request permission from the Root
Certificate Authority before making
any modification to the hardware,

software system or algorithm;

¢) To cooperate for audit to be conducted
by the Root Certificate Authority or an
Auditor authorized by the Root
Certificate Authority;

2/ Any applicant applying for a registration
and identity service provider license shall
have the duty to provide accurate and

complete information.

nd Penal

Identi rvice Provider:

1/ Without prejudice to other liabilities
provided by contract or law, any
registration and identity Service Provider
who fails to meet its obligation under the
Proclamation, these Regulations, and
Directive issued following the Regulation

shall be liable for the damage.

2/ Any registration and identity service
provider shall be penalized with a fine
ranging from one hundred thousand Birr to
two hundred thousand Birr if they operate
registration and identity services without a
valid license; or if they operate registration
and identity services with a suspended
license; or if they fail to retain information
related to the provided service for two

years.
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43. In

PART SIX

Miscellaneous Provisions

42. Power to issue Directive

Information Network Security Administration
may issue Directive necessary to implement

this Regulation.

licable law

Any Regulations, Directives or Customary
Practices which are inconsistent with the
provisions of this Regulation shall be
inapplicable with regard to matters covered

under this Regulation.

44. Effective date

This Regulation shall enter into force as of the

date of publication.

Done at Addis Ababa, on the December 24™ day
of 2025.

ABIY AHMED (Dr.)
PRIME MINISTER OF THE FEDERAL
DEMOCRATIC REPUBLIC OF ETHIOPIA



